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A function f(x) from the field Fp» to itself is differentially k-uniform if % is the
maximum number of solutions z € F,n of A ,(z) := f(z+a)— f(z) = b, where
a,b € F,n and a # 0. Mappings with k = 1, i.e. with lowest uniformity possi-
ble, are called planar or perfect nonlinear. Planar functions only exist in odd
characteristic and were introduced by Dembowski and Ostrom ([5]) to describe
projective planes possessing a collineation group with particular properties. We
give a survey on recent developments on planar functions and its relation to
semifields as given in e.g.[1],[2] or [3]. In [7] Helleseth, Rong and Sandberg gave
a table of mappings with low uniformity found by computer search. In [§] they
gave a counterexample of the form X< d = 3712—_1 + 2 to a conjecture due to
Dembowski and Ostrom[5] about planar functions. This counterexample has
also been discovered by Coulter and Matthews [4]. We discuss the multivari-
ate method, an algebraic framework introduced by Dobbertin and the author
(see [6]) to compute the uniformity of certain power mappings and give open
problems related to generalized power mappings of the form above involving
the quadratic or biquadratic character. Although planar functions posses the
best possible resistance against differential cryptanalysis they are not of much
interest in cryptography. The proprietary hash function Curl employed in the
cryptocurrency IOTA makes use of ternary S-Boxes and is vulnerable to dif-
ferential cryptanalysis. We believe that Curl and the widely discussed e-mail
exchange between MIT media Lab and IOTA foundation might be a good start-
ing point to establish planar functions in cryptography.
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