Decomposition of Permutations in a Finite Field
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We describe a method to decompose any power function, as a sequence of permutations of lower
algebraic degree. As a result we obtain decompositions of the inversion in GF(2") for small n from
3 up to 16, as well as for the AB functions when n = 5. We find with this method decompositions
into quadratic power permutations for any n not multiple of 4 and decompositions into cubic
power permutations for n multiple of 4. Finally, we use the Theorem of Carlitz and prove that for
3 < n < 16 any permutation can be decomposed in quadratic (or cubic) permutations.

In several previous works [6-9] the authors have also presented decompositions of permutations
into simpler operations in order to apply side-channel countermeasures efficiently, i.e. with less field
multiplications. However, our goal is different - we target a composition of quadratic (or cubic)
permutations. So far it has been proven that when n = 4 no quadratic decompositions of the
inversion exist [4,5] in the context of Threshold Implementation. Here we extend these results for
any permutation in GF(2") with 3 <n < 16.

In 1953 Carlitz [1] proved the following Theorem: Given a finite field GF(q) with ¢ > 2
then all permutation polynomials over it are generated by the special permutation
polynomials 2772 (the inversion) and az + b (affine i.e. a,b € GF(q) and a # 0). In other
words any permutation can be presented as a decomposition of affine and inverse permutations [2,
3]. Such a decomposition is called the Carlitz rank. The length i.e. the number of inversions in this
decomposition is referred as the Carlitz length.

Our goal is to find a decomposition on quadratic permutations of some important cryptographic
S-boxes for n = 3,...,16 - namely AB and APN functions and especially the inversion. Since we are
looking only for decompositions relevant for the S-boxes used in symmetric cryptographic primitives
the choice of n between 3 and 16 is entirely justified.

All decompositions we found for the inversion are with minimal length. We applied our algorithm
also for ABs = 27, AB, = z'' and ABs = z'° and found that for AB; = 2?0 2% 0 2° ie.
decomposition of length 2; for AB; = 28023 02°02° i.e. decomposition of length 3; for ABs = 2°0x3
i.e. decomposition of length 2; and those are the shortest decompositions.
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We prove the following Theorem: For 3 <n < 16 any permutation can be decomposed
in quadratic permutations, when n is not divisible by 4 and in cubic permutations,
when n is divisible by 4. Note that the Carlitz Theorem uses a subset of affine transforms of the
type ax + b, where a, b are field elements. We use instead all affine transformations and apply the
theorem over the affine equivalent classes (not only over S-boxes), the length of the decomposition
can also be shorter. Note that the classes with even/odd Carlitz length have even/odd parity.



An application of our main result relates to the decompositions of S-boxes for n = 3 and n = 4.
All single permutation transpositions (0, j) belong always to the first class since the classes are
enumerated lexicographically starting from the affine class. Moreover, all 4 classes for n = 3 can be
obtained with Carlitz length up to 3. The class with affine permutations has length 0. There is 1
class with length 1 (it contains the inversion), one class with length 2 and the remaining one class
is with length 3.

All 302 classes for n = 4 can be obtained with Carlitz length up to 4. The class with affine
permutations has length 0, and the class which contains the inversion is the only class with length
1. Then there are 59 Classes with length 2. If all affine transforms are used, five more classes with
length 2 can be found. The remaining 91 classes are with length 4 and among them are all the 6
quadratic classes.
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